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Precursor

* What:
* Mobile device
* Why:
e Communication,
authentication, wallet

* Who:
* "Atrisk" end users: high-value

targets either politically or
financially; devs/enthusiasts

* Global demographic (e.g., not
just English-speaking)




Why a Device, and Not Just a Chip?
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The Secure I/0 Problem
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& Language & input

Language and region >

INPUT METHOD

Default keyboard SwiftKey Keyboard - SwiftKey S

Keyboard

SwiftKey Keyboard S
SwiftKey Keyboard

Google y0|ce typing N
Automatic

D Keepass2Android >

More input method settings >

Note

This input method may be able to collect all
the text that you type, including personal data
like passwords and credit card numbers. It
comes from the app Keepass2Android. Use
this input method?

CANCEL OK



System-Level
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Long-Term Arc

* Use the FPGA-based system to:

Vet use cases
Develop apps
Test IP blocks
Hammer out kernel integration

Test things like the secure bootloader

* Eventually:

This gets taped out into an ASIC



berstecoot | O0Ftware Supply Chain

Security is a

@ SpinalHDL

https://github.com/SpinalHDL/VexRiscv

System, not a

Component

The software supply chain matters.
See the “full talk”:

https://www.bunniestudios.com/blog/?p=6836
“From Boot to Root in One Hour”

boot.bin |===| betrusted-soc.py GenBetrustedSoC.scala
g ’%ala
betrusted-soc.v VexRiscv_BetrustedSoC_Debug.v
(now) (future)
VIVADO!  SymbiFlow

FPGA bitstream

Microcoded
bitstream
descriptor

Encrypted FPGA
frame descriptors

Q

Bitstream Loader
Microcode FSM

JTAG FSM

Source code

Intermediate artifact

® Tool, language or library

- Physical hardware

- Software artifact - chain of trust
Gateware bitstream

Secret key material

BBRAM AES
Key Q

eFuse AES
Key Q

Root Keys
ROM Q,

Decrypt &
Streaming


https://www.bunniestudios.com/blog/?p=6336

But, We Only Have a Few Minutes:
To the SoC!
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- SoC-Level Diagram
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_.Secure-Boot Relevant Items
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Layout of Artifacts

Spartan? =000 r-----a
SoC FPGA | RISC-V |

[ * Bootloader sigcheck code:

Boot Loader

o] e https://github.com/betrusted-io/betrusted-soc/tree/main/boot/betrusted-boot/src

. - | 1
| Memory Interface | 1 Introspection |
(SPI) ! [ (GPIO) [

.

eFuse AES key

T | o=z * Kernel loader sigcheck code:

@D J-arhvi https://github.com/betrusted-io/xous-core/blob/main/loader/src/secboot.rs

plaintext stora

Y
SPI-DOPI

SPINOR ROM

L eFuse AES-356. i)

l SoC bitstream (gateware) l
l: \\\\\\\\\\\\\\\\\\\\\\\\\\\ J

4 A
ed25519 key in Boot ROM

[ e ]

| Kernel pub keys |

-
ed25519 key in Loader

[ - ]

| Boot pub keys & others |

bootloader kernel


https://github.com/betrusted-io/betrusted-soc/tree/main/boot/betrusted-boot/src
https://github.com/betrusted-io/xous-core/blob/main/loader/src/secboot.rs

Layout of Artifacts

socrpeA rscy |
T * Bootloader sigcheck code:
ROM || Prblers https://github.com/betrusted-io/betrusted-soc/tree/main/boot/betrusted-boot/src

D= * Kernel loader sigcheck code:

() Pcepverite https://github.com/betrusted-io/xous-core/blob/main/loader/src/secboot.rs

plaintext stora

er| lo
\ 7
d d )
ed255 9 Loader
| Kernel l
| Boot pub keys & others |
J

bootloader kernel


https://github.com/betrusted-io/betrusted-soc/tree/main/boot/betrusted-boot/src
https://github.com/betrusted-io/xous-core/blob/main/loader/src/secboot.rs

The Assembly Stub; then Pure Rust

t1,
to,
t2,

t1, 8(te)
te, to, 4
te, t2, fillstack

addi 0, to, 4

bltu 2, clearcache

to, _start

mtvec, tO

rust_entry




Chain of Trust

Inside SoC Externally Loadable Code

- Set up stack guard - Check kernel Ed25519 signature - Init memory manager

- Clear cache : against known public keys - Init system services

- Set stack pointer : THEN - Arch setup: interrupts & kernel TRNG
; - Check for clean suspend marker & resume - Find runnable threads and run them

- Check loader Ed25519 signature ' OR

against known public keys - Clear RAM - Microkernel architecture

- Rudimentary graphics : - Map MiniElf segments to process RAM pages - Isolated processes provide services

- Consume < 8kiB of stack - Copy .text (code); copy .data, zero .bss for such as fs, net, io, etc.
: each process - Root key server is one such process
: - Set up initial stack for the first thread in - Applications are baked into a
; each process monolithic ROM image

- Set up Runtime Page Tracker (map physical
RAM pages to process virtual pages)

- Map kernel superpage into userspaces

- Set all processes as runnable

- Set up PID 1 to run next

- Switch on MMU

- Jump to kernel init

- Rudimentary graphics

- Consume < 8kiB of stack



A Brief Commentary on Threat Model
Before Getting into Key ROM Layout

* Most ASIC Secure Boots:

Don't trust the user

Ultimately trust the
manufacturer and the supply
chain

Aim to enforce manufacturer
or service provider-oriented
policies upon the user

Aim to prevent users from
running arbitrary code on
their devices

* Precursor:
e Doesn't trust the
manufacturer

* Doesn't trust the supply
chain

* Aims to empower users to
control and protect their
hardware

* Aims to complicate
tampering and remote
exploit persistence



Key ROM Layout

* PDocs at

https://github.com/betrusted-io/betrusted-wiki/wiki
/Secure-Boot-and-KEYROM-Layout

R R * Size set by S7 LUTROM
0x00-0x07 S256 gra n u la ri ty
* Global anti-rollback by

; Defaults to @ (not used). Derived from privkey. re peated l.y h a.S h i ng keys (2 5 5 =

developer ed25! Well-known k hen used, signatures still validated, but UX COd e) ti m es
pul.:-ke-,-' | ey is defaced with a strikethrough in the status bar. ° P rivate keys p rotected by
third party erv >
pubkey e\ \ o p : paSSWO rd

0x28-0x2F user root key S25¢ Root key for
unallocated ) Unal = store ( e fo additional
128 bits pepper 128 bits of pepper, unique per device, used for password hashes

= min version code for FPC vare (maj.min.rev.ext)
u8.uB.u8.u8 o i
(unimplemented)

. . . min \ { loader firmware (maj.min.rev
0xFD anti-rollback u8.u8.uB.ud ]
(unimplemented)

OxFE anti-rollback » 8 global anti rollback code

OxFF config flags config data 32 bits for config flags. See table below for config fl



https://github.com/betrusted-io/betrusted-wiki/wiki/Secure-Boot-and-KEYROM-Layout
https://github.com/betrusted-io/betrusted-wiki/wiki/Secure-Boot-and-KEYROM-Layout

Rust: Pros/Cons for Bootloaders

* Pros: * Cons:
* Memory-safe language * Larger binary size
* Strongly typed - Hardware crypto is a must to
. keep binary size down
* Good community support for ,
. - 32kiB for:
cryptography (via i
° ini
cryptography.rs) * Ed25519 drivers

* Character graphics
* Minimal key management

* Steep learning curve

- See https://www.bunniestudios.com/blog/?p=6375




Self-Provisioning



Avalanche Generator

Monitor

Monitor

Step 1: A Good TRNG

ChaCha8

\

If you don't get this right,
nothing works.

See https://betrusted.io/avalanche-noise
for more

Dual FIFO output:
Kernel + user ports



https://betrusted.io/avalanche-noise

Step 2: Generate Your Keys

if you pick the right cipher, this is "easy"



Step 3: Save the Keys

FPGA config
engine has no key ' | Crypto

Fived LOC _—" engine

Unencrypted &Qﬂ}/ has no
bitstream in ~ - > o keys

RO confis -

RoM FPGA



Self-Provisioning and Sealing:
Generate Keys

| Keys

[ ewed LoC // generated

LAAM _— using on
- N 5 F’ and off-
ﬁ?\%ﬁ'@ ,\_\_— chip TRNGs

cr\,f)‘l‘o

T |

I L widhere
(=) (o
-




Self-Provisioning and Sealing:
Encrypt Boot Image

Keys are edited into bitstream
by modifying BRAM contents

Crypto engine
— accesses ROM

during bitstream encryption m directly and
AM B _encrypts
bitstream
—
Cor\_—F‘@
P,Nﬁ"’?
/




Self-Provisioning and Sealing:
Seal FPGA

Bitstream encryption key is set

Readback disable is blown

AES-only boot is bl | B
only boot is blown O [ cwed Lo
LLAM

g ——




HW info

L

Q&A

@bunniestudios

Dev Chat

Dev Chat:

https://matrix.to/#

L/ﬂ

Fprecursor.dev:matrix.org

https://precursor.dev for more device info
With thanks to:

FFFFFF

ZERO

TIonN Presentation CC-BY-SA 3.0
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